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Outline

Ç Driving biomedical & health challenges

Ç Common characteristics of Big Biomedical Data

Ç ‐-Differential Privacy & Fully Homomorphic Encryption 

Ç DataSifter: Statistical obfuscation

Ç Case-studies

Ç Applications to Neurodegenerative Disease (PD/AD)

Ç Autism Brain Imaging Data Exchange (ABIDE)

Ç Population Census-like Neuroscience
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Population/Census Big Data Sample
Unobservable                 Harmonize/Aggregate Problems   Limited process view
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Characteristics of Big Biomed Data

Dinov(2016) GigaScience Dinov (2018) Springer  

Example: analyzing observational 

data of 1,000ôs Parkinsonôs disease 

patients based on 10,000ôs 

signature biomarkers derived from 

multi-source imaging, genetics, 

clinical, physiologic, phenomics and 

demographic data elements 

Software developments, student 

training, service platforms and 

methodological advances 

associated with the Big Data 

Discovery Science all present 

existing opportunities for learners, 

educators, researchers, 

practitioners and policy makers

IBM Big Data 4Vôs: Volume, Variety, Velocity & Veracity

Big Bio Data 

Dimensions
Tools

Size
Harvesting and management of 

vast amounts of data

Complexity
Wranglers for dealing with 

heterogeneous data

Incongruency
Tools for data harmonization and 

aggregation

Multi-source
Transfer and joint modeling of 

disparate elements

Multi-scale
Macro to meso to micro scale 

observations  

Time
Techniques accounting for 

longitudinal patterns in the data

Incomplete
Reliable management of missing 

data
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http://socr.umich.edu/HTML5/SOCR_TensorBoard_UKBB

Multiscale/Multimodal NI Data
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Dinov (2016) JMSI

Data Size, Privacy, Usage & Impact 

Ç Volume vs. Value of Data

Ç Security vs. Utility 
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Zhou et al. (2020), pending
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‐-Differential Privacy (‐DP) vs. 
fully Homomorphic Encryption ( fHE)

Category ‐DP fHE

Goal

Mine information in a DB 
without compromisingprivacy; 
no access to inspect individual 
DB entries

Provide a secure encryption allowing 
program execution on encrypted data; 
encryptresults, interpretation 
requires ability to decrypt derived info

Pros
Theoretical limits on the 
balance between utility and 
risk of sharing data

Fast,elegant, and powerful math 
framework for bijective 
(encode/decode) encryption

Cons
Difficult forunstructured, 
skewed, and categorical data

There are limitations on deriving 

‐-Differential privacy (‐DP)
Ç Data-features: ὅȟὅȟȣȟὅ , categorical or numerical.
Ç DB = list of cases ὼȟὼȟȣȟὼ , ὼᶰὅ ὅ Ễȟὅȟρ Ὥ ὲ.

Ç ‐-Differential privacy relies on adding noise to data to protect the 

identities of individual records. Given ‐>0,algorithm █is ‐-differentially

private if for all possible inputs (datasets/DBs) ὈȟὈ that differ on a 

single record, and all possible Ὢoutputs (inference), ώ, the probabilities of 

correctly guessing Ὀ or Ὀ knowing ώare not significantly different:
ὖὪὈ ώ

ὖὪὈ ώ
Ὡ‐ȟ ώᶅᶰὙὥὲὫὩὪȢ

Ç The global sensitivity of Ὢis the smallest number ὛὪ, such that ὈᶅȟὈ
that differ on at most one element ὪὈ ὪὈ ὛὪ

Ç There are many differentially private algorithms, e.g., random forests, 

decision trees, k-means clustering, etc.

Ç E.g., ὪȡὈ ὈὄO Ὑ , the algorithm outputting ώ ὪὈ ώȟώȟȣȟώ , 

with ώᶰὒὥὴὰὥὧὩ‘ πȟ„ ς
‐
ȟᶅὭis ‐-differentially private

Dwork, LNCS, 2008


